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IMPORTANT

THIS MATERIAL IS PRESENTED WITH THE UNDERSTANDING THAT THE
AUTHOR IS NOT RENDERING ANY LEGAL, ACCOUNTING OR OTHER
PROFESSIONAL SERVICE OR ADVICE. BECAUSE OF THE RAPIDLY
CHANGING NATURE OF THE LAW, INFORMATION CONTAINED IN THIS
PRESENTATION MAY BECOME OUTDATED. AS A RESULT, THE USER OF
THIS MATERIAL MUST ALWAYS RESEARCH ORIGINAL SOURCES OF
AUTHORITY AND UPDATE INFORMATION TO ENSURE ACCURACY WHEN
DEALING WITH A SPECIFIC LEGAL MATTER. IN NO EVENT WILL THE
AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, OR CONSEQUENTIAL
DAMAGES RESULTING FROM THE USE OF THIS MATERIAL.
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ABOUT PILIEROMAZZA

PilieroMazza PLLC is a full-service law firm located in Washington, D.C. We are most well
known as government contracting firm and for 25 years we have helped our clients navigate
the complexities of doing business with the federal government. We also provide a full range
of legal services including advice on corporate, labor and employment, SBA procurement
programs, and litigation matters. Our clients value the diverse array of legal guidance they
receive from us and our responsiveness as we guide their growth and secure their success.

Sign up for our newsletters and blog at www.pilieromazza.com

— our blog, written by all of PilieroMazza’s attorneys, provides trending insight to small and mid-sized
businesses.

— our quarterly publication which addresses current issues that are of concern to federal
government contractors and commercial businesses nationwide. The Legal Advisor articles focus on recent legal
trends, court decision, legislative and regulatory rule-making as well as other newsworthy events.

— an email sent every Friday that provides an up-to-the minute recap of legislative and regulatory
issues affecting small businesses.

— all of our past webinars can be found on the PilieroMazza YouTube channel.

Follow us on: ' @pilieromazza m &% PilieroMazza Channel
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OVERVIEW

» Intellectual property

*» Types of intellectual property
* Trademarks
= Trade secrets
= Copyrights
= Patents
= Datarights
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OVERVIEW

> Data rights
* FAR or DFARS
= Technical data or computer software
= Types of rights
e Limited
e Restricted
o Unlimited
e Government purpose
e Inchoate
* When developed?
= Who paid for it?
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VWHAT IS INTELLECTUAL PROPERTY
*What Is It?
* |ntangible assets

*Why It Is Important?
* Rights or ownership

*Why Is it valuable?
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TYPES OF INTELLECTUAL PROPERTY

*» Trademarks
s Trade secrets
> Copyrights

> Patents

> Data rights
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WHAT IS A TRADEMARK?

A trademark is:

= aword, phrase, or design that identifies your
goods or services

*What it is not:
= State corporate filings
* Domain name registrations
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WHAT TRADEMARKS
Do GOVERNMENT CONTRACTORS HAVE TO
PROTECT?

** Name of company
*» Taglines

*»Logos
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HOW TO PROTECT TRADEMARKS

» Common law rights
= Use of symbols

*» Federal trademark registration

* Filing a trademark application with the United
States Patent and Trademark Office (USPTO)

* Process for filing application
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TRADE SECRETS

+*\What Is a trade secret?

*» How to protect trade secrets?
= State law
« Uniform Trade Secrets Act
= No federal registration

= Federal trade secrets law
e “Defend Trade Secrets Act of 2015”
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WHAT IS A TRADE SECRET

+* Financial, business, scientific, technical, economic,
or engineering information

*» Formula, pattern, program, compilation, device,
method, technique, or process that is used in one’s
business

** Proprietary information used in your business that
gives the owner of such information a competitive
advantage, economic benefit or value

¢ Derives independent economic value from not being
known to others
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/FACTORS TO DETERMINE IF SOMETHING
IS A TRADE SECRET

<* The extent to which the information is known
outside of the employer’s business

“* The extent to which it is known by employees and
others involved in the business

“* The extent of measures taken by the company to
guard the secrecy of the information

<+ The value of the information to the business and its
competitors

“+ The amount of effort or money expended by the
business in developing the information
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EXAMPLES OF TRADE SECRETS

*» Indirect rates and multipliers

¢ Source code for software programs

» Certain types of client or customer lists
*» Marketing plans, sales strategies

*» Business and financial information

*» Bidding policies and procedures

** Price lists

© PilieroMazza PLLC 2016

15



\ INTELLECTUAL PROPERTY ISSUES FOR GOVERNMENT CONTRACTORS I

TRADE SECRETS GENERALLY ARE NOT

*» General knowledge — information that is known
generally in an industry

»» Skills and abilities necessary to perform the job

*» Publically available information
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HOw TO PROTECT TRADE SECRETS

» Contracts
* Employment agreements
= Confidentiality agreements
= Non-disclosure agreements
= Teaming agreements
» Subcontracts
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HOw TO PROTECT TRADE SECRETS

*» Restrictions
* Legends
* Physical access
* Procedures and policies
= Need to know
= Retention
= Destruction
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HOw TO PROTECT TRADE SECRETS

*» Training of Employees
= \What constitutes a trade secret for your company

» Rules and practices for disclosing confidential
Information

= EXIt Interviews

“*Vigilance
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COPYRIGHTS
“*What is a copyright?
= Original works of authorship

*» How to protect copyrights?
= Copyright notice
= Common law
* Federal registration
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PROTECTING WHAT'S ON YOUR WEBSITE

*» Trademark your business name and logo
*» Use a copyright notice

*+ Do not disclose trade secrets

*» Do not disclose patentable information

s Enforce your own IP-protected information
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PATENTS

*What is a patent?

= “Subject inventions” under the FAR — conceived
or reduced to practice under the contract

*» Contractor must disclose the invention and make
an election whether to retain title and grant
government a license (or vice versa)

s Subcontract — no license for pre-existing
Inventions

**» March-in rights
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DATA RIGHTS — ANALYSIS

»» Is It a civilian or defense contract?
= FAR or DFARS

**What type of data?
= Technical data or computer software

*What type of rights?

* Limited rights, restricted rights, unlimited rights,
government purpose rights, inchoate rights
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DATA RIGHTS — ANALYSIS

**When was software “developed”?

= “Developed” means that an item, component, or
process Is workable

= Development for purposes of asserting data rights
generally occurs when reasonable people skilled
In the applicable act conclude there is a “high
probability” the item or process will work as
Intended
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DATA RIGHTS — ANALYSIS

“*Who paid for it? What Is the source of funding?

* Private expense — means development
accomplished entirely with costs charged to

Indirect cost pools;
should be made at t

orivate expense determination
ne lowest practicable level

» Government funded — means development was
not accomplished exclusively or partially at

private expense
= Mixed funding

© PilieroMazza PLLC 2016
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** FAR Clause — Civilian Agency Contracts
* FAR 27.4, Rights in Data — General (52.227-14)

+* DFARS Clauses — Defense Contracts

» DFARS 227.71, Rights in Technical Data —
Noncommercial Items (252.227-7013)

» DFARS 227.72, Rights in Noncommercial
Computer Software and Noncommercial
Computer Software Documentation (252.227-

7014)
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** FAR data rights provisions do not apply to DOD
contracts and DFARS data rights clauses do not
apply to civilian contracts. They are separate
and distinct

*» Example of differences:

» |f development occurred with mixed funding,
under the DFARS, government would obtain
government purpose rights but under the FAR,
government would have unlimited rights

© PilieroMazza PLLC 2016 27



INTELLECTUAL PROPERTY ISSUES FOR GOVERNMENT CONTRACTORS I

TYPES OF DATA
** Technical data

> Computer software
= Commercial software
= Non-commercial software

+»» Databases

s Computer software documentation
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TECHNICAL DATA

» “Technical data” means

» Under FAR: recorded information of a scientific
or technical nature; does not include computer
software or financial, administrative, cost or price,
or management data (52.227-14(a))

= Under DFARS: recorded information of scientific
or technical nature (including computer software
documentation); does not include computer
software incidental to contract administration
such as financial and/or management information
(252.227-7013(a)(15))
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COMPUTER SOFTWARE

» “Computer Software” means

= Computer programs that comprise a series of
Instructions, rules . . . that allow or cause a
computer to perform a specific operation

= Recorded information comprising source code
listings, design details algorithms, processes, . ..
and related material that enable the computer
program to be produced, created, or compiled

* Does not include computer databases or computer
software documentation

(52.227-14(a); and see 252.227-7014(a)(4))
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COMMERCIAL COMPUTER SOFTWARE

*» Means software developed or regularly used for
nongovernmental purposes which

= Has been sold, leased or licensed to the public or
offered for sale, lease, or license to the public;

» Has not been offered, sold, leased or licensed to
the public but will be available for commercial
sale, lease or license in time to satisfy the delivery
requirements of the contract; or

= Satisfies one of the above and would require only
minor modification to meet the requirements of
this contract (252.227-7014(a)(1))
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TYPES OF RIGHTS
s Limited rights
*» Restricted rights
“* Unlimited rights
*» Government purpose rights

** Inchoate rights
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LICENSE RIGHTS

*» Government gets license (permission to engage
INn otherwise restricted activities)

¢ Contractor keeps title (ownership)

** Licenses are for both civilian and defense
procurements

*»» Applies to both commercial technical data and
computer software
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BAYH-DOLE ACT
“* Prior to 1980, government funded inventions
were owned by the government. This did not

allow for the transfer of inventions to industry
and did not encourage commercialization

*» Bayh—Dole Act (enacted in 1980) authorized the
Department of Commerce to create standard
patent rights clauses to be included In
agreements for federal funding with universities
and small businesses
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STANFORD V. ROCHE

s Supreme Court held that title in a patented
Invention vests first in the inventor, even if the
Inventor Is a researcher at a federally funded lab
subject to the Bayh—Dole Act

*» Use of language such as a promise or
commitment to assign (in the future) Is not tight
enough to convey title — Be careful of failure to
use proper language of affirmative transfer

*» Use “do hereby assign [or grant]”
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LIMITED RIGHTS
* Term used In civilian and defense contracts

» Term only applies to technical data

*+ Most protection a contractor can cet for
technical data, “developed” at private expense

»“Developed” at private expense and not
developed in the performance of a contract
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LIMITED RIGHTS
*Within the government, it may use, modify,
release, perform, display, or disclose technical

data, in whole or in part, within the government
(252.227-7013(a)(14))

= Cannot use the technical data to manufacture

= Cannot release or disclose technical data outside
the government

© PilieroMazza PLLC 2016 37



\ INTELLECTUAL PROPERTY ISSUES FOR GOVERNMENT CONTRACTORS I

RESTRICTED RIGHTS

s* Term used In civilian and defense contracts

» Term only applies to computer software (non-
commercial)

*» Most protection contractor can get for computer
software, developed at private expense
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RESTRICTED RIGHTS CONT'D

“* With restricted rights, government has right to:

* use a computer program with one computer at
one time; program may not be accessed by more
than one terminal unless permitted by contract

* transfer to another agency without further
permission of the contractor if the transferor
“destroys all copies of the program and related
computer software documentation in its
possession and notifies the licensor of the
transfer” (252.227-7014)
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GOVERNMENT PURPOSE RIGHTS

*» Mainly used In defense contracts

»» Applies to both noncommercial technical data
and computer software developed with mixed
funding

*» Allows government to use data internally and
externally for government purposes
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UNLIMITED RIGHTS

s* Term used In civilian and defense contracts

*» Term applies to technical data and software
developed under a government contract

» Allows the government to do whatever it wants
with the data
= But, unlimited rights are not exclusive rights —

contractor still may be free to license and
contractor retains ownership
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UNLIMITED RIGHTS

*»» Government will take unlimited rights In
» data developed exclusively at government expense
= form, fit, function technical data

= computer software documentation required to be
delivered under the contract
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How WAS DATA DEVELOPMENT FUNDED?

*»» Develop core components internally before
government contract and with private funds

*» If developed before government contract and

financed without any direct government funding,
then government with fewest rights:

* Limited rights in Technical Data
» Restricted rights in Software

© PilieroMazza PLLC 2016 43



\ INTELLECTUAL PROPERTY ISSUES FOR GOVERNMENT CONTRACTORS I

PRIME AND SUBCONTRACTOR

> If subcontractor has limited rights data,
subcontractor can bypass prime and give data
directly to government

** Prime should contract with subcontractor to use
data to the extent necessary for the prime to
perform the contract

» If subcontractor’s efforts are used and privately
funded have separate subcontract agreement
and include “works made for hire” provisions
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LEGENDS AND MARKINGS

*» Use only the legends provided in the particular
data rights clause in your contract

*» Do not get creative

*» Unjustified vs. nonconforming markings DFARS
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MAINTAINING RECORDS

*»» Keep careful records of and track the
development of all efforts, including:
= when was data “developed” (i.e., when did it

become workable) — before or during
performance of the contract

= what data was “developed” internally vs.
developed under contract

= how was data development funded — at private
expense or at government’s
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QUESTIONS?

Thank you for joining us today.

If you would like to speak with Cy or Kimi about
Intellectual property and related issues,
please contact them at:

Cy Alba Kimi Murakami
lalba@pilieromazza.com kmurakami@pilieromazza.com
(202) 857-1000 (202) 857-1000
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