Cybersecurity & Data Privacy
PilieroMazza’s Cybersecurity & Data Privacy prac ce pulls together lawyers from across all our prac ce groups to advise
and assist clients with a comprehensive approach to managing cybersecurity, informa on privacy, and data protec on
risks; establishing compliant and eﬀec ve safeguards; and responding to cybersecurity and privacy incidents when they
occur.
Cybersecurity, informa on privacy, and data protec on issues are rapidly becoming an area of great importance for
companies across all industries as the marketplace grows increasingly interconnected and digi zed. Interna onal
headlines highlight how essen al it is to maintain eﬀec ve, up‐to‐date cybersecurity and data privacy measures and
rou nely test and verify the eﬃcacy of such measures, as well as how far‐reaching the impact can be when a breach
occurs. Crea ng, maintaining, and audi ng company policies, procedures, and digital and physical infrastructure are
cri cal to ensuring compliance within a complex regulatory landscape, as well as limi ng liability and exposure.

PilieroMazza’s Cybersecurity & Data Privacy Overview
 Analysis of cybersecurity compliance under the Na onal
Ins tute of Standards and Technology Cybersecurity (NIST)
Framework and prevailing Federal Trade Commission
guidance and precedent.

 Prepara on and submission of variance requests, requests
for equitable adjustment, and contract claims to procuring
agencies related to cybersecurity requirements in
government contracts.

 Review and development of informa on security programs,
including employee and personnel‐related handbooks and
training, independent contractor policies, and proprietary
informa on policies.

 Review of cybersecurity insurance policies and
indemnifica on exposure.

 Data breach incident response policies and procedures,
tabletop exercises, management training, and general
preparedness.
 Breach response management, including governmental and
customer no fica ons, governmental inves ga ons, and
audits.
 Breach li ga on strategy and defense, including class ac on
and shareholder deriva ve suit defense.
 Cybersecurity diligence and nego a on in M&A and other
corporate transac ons.
 Review and development of contract templates and federal
contract “flow down” provisions to address cybersecurity
requirements applicable to vendors; vendor due diligence
and management plans; and evalua on of cybersecurity and
data access risk in contrac ng and vendor rela onships.

 General Data Protec on Regula on (GDPR) and other
interna onal data transfer compliance programs including
the use of model contractual clauses, binding corporate
rules, and the EU‐US Privacy Shield.
 Website and mobile applica on terms of use and privacy
policies and Children’s Online Privacy Protec on Act (COPPA)
compliance.
 State personally iden fiable informa on (PII) and biometric
informa on, consents, and policies.
 Compliance policies for the safeguarding of PII and personally
iden fiable health informa on, including HIPPA compliance.
 Regulatory filings, governmental disclosures, and
communica ons.
 Representa on before government inves gators, including
Department of Jus ce and Inspectors General.
 Access to trusted resource partners, including cyber forensics
firms, technical audit firms, and public rela ons firms.

Contact: Jon Williams at jwilliams@pilieromazza.com or Dave Shafer at dshafer@pilieromazza.com or call 202‐857‐1000

PilieroMazza Federal Contractor Cybersecurity Compliance Check‐Up.
The cri cal importance of eﬀec ve cybersecurity is especially relevant to federal contractors for whom
cybersecurity is both a compliance requirement and an important driver in gaining a compe ve edge for
contracts awarded from defense and civilian agencies. Our unique, flat‐rate oﬀering for federal contractors is
designed to provide a quick assessment of the federal cybersecurity requirements applicable to your company,
your current level of compliance, and steps needed to fill any gaps in your current cybersecurity prac ces.
Go to www.pilieromazza.com/cyber‐checkup for more informa on.
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